
Use of University Electronic Mail Accounts 

The following Memorandum was sent to all UNC Charlotte faculty and staff by William M. 

Steimer, University Attorney on January 7, 2002. This memo also applies to all UNC 

Charlotte students.  

University electronic mail accounts are provided and supported by the State of North Carolina in 

furtherance of the missions of the University. While personal use of the accounts is not 

prohibited, the legal environment in which such State-provided accounts are provided directly 

affects their use.  

University of North Carolina at Charlotte policy (See http://www.uncc.edu/policystate/ps-

66.html) requires users to exercise responsibility in the use of University-provided computing 

and electronic communication resources, including electronic mail. Under that policy, 

responsible use rests on three principles: respecting civil and criminal law and regulatory 

requirements; respecting the privacy and personal rights of other users; and preserving the 

performance, integrity, and security of the systems so that they continue to be available to carry 

out the primary missions of the University. Use of the resources that is inconsistent with those 

principles can result in the loss of permission to use the facilities, disciplinary action, and even 

civil or criminal liability.  

Those same principles affect use of University electronic mail accounts in several ways. Perhaps 

most important, while personal use of University electronic mail accounts are not prohibited by 

law, and while the University does not routinely monitor any user’s electronic mail 

communications, privacy of personal electronic mail communications residing on or transmitted 

through University equipment are not assured. As a general rule, and of course with certain 

exceptions, all records produced using such State facilities, regardless of format, are subject to 

the requirements of North Carolina's Public Records law, which generally requires that any 

person may have access to State records. Courts may order the production of University records, 

including electronic mail records, in connection with litigation. Appropriate law enforcement and 

other officials may, consistent with law, have access to documents for purposes of investigating 

allegations of violations of law or of University policy. Given such considerations, no University 

faculty member, staff member, or student should use a University electronic mail account with 

the expectation that any particular electronic mail communication, whether personal or business-

related, will be private. (And we are all aware that it is extremely difficult to simply to delete 

such a message and thereby assure that it will not be disclosed.)  

The legal and regulatory environment surrounding University electronic mail creates a number of 

other limitations on the use of University electronic mail accounts. Most apply uniformly to the 

use of all State-provided resources. They may be briefly summarized:  

1. Electronic mail accounts are for the exclusive use of the individual to whom they are assigned.  
2. No use is permitted that conflicts with the requirements of civil or criminal law, including but 

not limited to laws relating to pornography, defamation, intellectual property infringement, and 
illegal discrimination, or conflicts with any applicable policy of the Board of Governors or of UNC 
Charlotte, such as use in support of partisan political activities.  
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3. Personal use cannot interfere with a University employee's obligation to carry out University 
duties in a timely and effective manner.  

4. The personal use cannot involve sending or soliciting chain letters or sending unsolicited bulk 
mail messages (e.g. "junk mail," "spam," or "MLM"), or otherwise overloading the University's 
electronic mail system or interfering with system performance.  

5. Personal uses that result in commercial gain or personal profit are not permitted, except as 
allowed under University intellectual property policies and the external activities for pay policy; 
however, in no case may University electronic mail be used for solicitation of an external activity 
for pay.  

6. No personal use may state or imply University sponsorship or endorsement of its message.  

Please contact my office [University Attorney] at (704) 687-2553 if you have questions or would 

like further information about the matters discussed in this memorandum.  

 

Last update: 1/16/2002 Tad Merriman. 

Send your comments or suggestions to the Mosaic Lab Group (mlc@uncc.edu). 
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