UNC Charlotte College of Engineering VPN

Quick Start
March 16, 2009

A secured VPN service is available to the College of Engineering faculty and staff thru
the ITS network. With this service in place we are introducing remote access to a
primary Mosaic Windows workstation system. This service will give the faculty access
to run specific application software installed on their primary Mosaic Windows
workstation as well as leverage the power of their desktop system. This service also gets
around the typical Mosaic Anywhere time limit and reduces the contention for the
Mosaic Anywhere servers.

To deliver this service we have to enable remote access rights to the COE faculty and
staff on their primary Mosaic Windows desktop. To access this VPN service and to
install a web browser java plug-in you must connect to the following link-
https://connect2.uncc.edu/coe. YOU Must go to this site every time in order to
begin the login process.

The java plug-in is supported for the following OS platforms and Web Browsers:

Web and File Browsing

Qualified platforms: Operating System : list of browsers and Java Environment
Platform

Windows

e  XP Professional SP2 32 bit: Internet Explorer 6.0, Internet Explorer 7.0
and Firefox 2.0.Sun JRE 6

e Vista Enterprise 32 bit: Internet Explorer 7.0 and Firefox 2.0.Sun JRE 6

e Vista Enterprise 64 bit: Internet Explorer 7.0 and Firefox 2.0.Sun JRE 6

e Vista Enterprise SP1 32 bit: Internet Explorer 7.0 and Firefox 2.0.Sun

JRE 6
e Vista Enterprise SP1 64 bit: Internet Explorer 7.0 and Firefox 2.0.Sun
JRE 6
Mac
. Mac OS X 10.5.0: Safari 3.0.Sun JRE 6
. Mac OS X 10.4.3: Safari 2.0. Sun JRE 5
. Mac OS X 10.3.2: Safari 1.1. Sun JRE 5
Linux
. OpenSuse 10.3: Firefox 2.0.Sun JRE 6
° Ubuntu 7.10: Firefox 2.0.Sun JRE 6
. Firefox 3 will be supported after the next planned upgrade by ITS during spring

break 2009.
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Network Connect

Qualified platforms: Platform Operating System : list of browsers and
Java Environment
Windows
e  XP Professional SP2 32 bit: Internet
Explorer 6.0, Internet Explorer 7.0 and
Firefox 2.0.Sun JRE 6
e Vista Enterprise 32 bit: Internet Explorer
7.0 and Firefox 2.0.Sun JRE 6
e Vista Enterprise 64 bit: Internet Explorer
7.0 and Firefox 2.0.Sun JRE 6
e Vista Enterprise SP1 32 bit: Internet
Explorer 7.0 and Firefox 2.0.Sun JRE 6
e Vista Enterprise SP1 64 bit: Internet
Explorer 7.0 and Firefox 2.0.Sun JRE 6
Mac
e Mac OS X 10.5.0: Safari 3.0.Sun JRE 6
e Mac OS X 10.4.3: Safari 2.0. Sun JRE 5
e Mac OS X 10.3.2: Safari 1.1. Sun JRE 5
Linux
e OpenSuse 10.3: Firefox 2.0.Sun JRE 6
e Ubuntu 7.10: Firefox 2.0.Sun JRE 6

If you have any problems or questions with using this service please use one of the
contact points:

Mosaic Computing Services Smith 249c, 704-687-3150,
Email: mlc@uncc.edu
Ticket: http://www.coe.uncc.edu/mosaic/support/email_us.php

PCS Group Smith 202a, 704-687-3335
Email: coepcs@uncc.edu
Ticket: http://www.coe.uncc.edu/pcs/general/email us.php

NOTE: If you receive a login screen similar to the one pictured below, you may need to
add the uncc.edu to your privacy site. Please follow the steps on the following page to
complete this.

@ = c b [‘ |j q htkps: ffconnect2, unce, edufdana-nafauthfurl_defaulkjwelcomes, cgi

8] Mast visited #P Getting Started |5 | Latest Headlines

Ly

Usernarme Please enter your MNowvell ID to sign in to begin your secure“session,

Password

Realm
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Within IE:

1. Go to “tools”
Internet Options
Privacy
Click on Sites

Click “Allow”
Click Ok, then Ok again.
Try the login procedure again.

NG~ wWN

Steps 1 and 2

1 1 1 1 EE 1 dl'i0 n 00 n n 1L
F—

= I@ btk e, coe, unce, edufindes. php

Fie Edi ‘iew Favorites | Tools  Help

SEC - WS

Google (Cl+ Pap-up Blacker 3

Dielete Browsing Hiskory...

Phishing Filer 4
ﬂ? ‘[Q? & | College of Engine Manage Add-ons 3

Subscribe bo this Feed.,

Feed Discovery }

Windows Lpdate

Windows Messenger

Diagniose Cannection Problems, .
Yahoo! Messenger

Create Mobile Favorite, .
Send to Onehlote
Sun Java Console

Steps 5 and 6
X]

- Manage Sites

9_._ “fou can specify which websites are always or never allowed to use
_'ﬂ) cookies, regardiess of their privacy policy.

Type the exact address of the website pou want to manage, and then click Allow
or Block.

Taremave a site fram the list of managed sites, select the name of the website
and click the Remove button.

Address of website:

unce.edu Elock |
hp v unce edufconstituents(faculby-and-staff Allow |

TV T PP TSIES:

Damain | Setting | Remove |
unce.edu Always Allow
Remave al |

0K |
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Enter uncc.edu under “Address of Website”

Steps 3 and 4
2

General I Secutity  Privacy |Content I Connections I Programs I Advanced I

Settings
g: Select a setting for the Internet zone.

Medium

- - - Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that save information that can
N - be used to contact you without your explicit consent
- Restricts first-parky cookies that save information that
can be used to conkack vou without your implicit consent

Sites | Import Advanced | [efault |

Pop-up Blocke

Preven
Appearin

Settings |

OF I Cancel Apply
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When you get to the following screen, use your UNC Charlotte Ninerld and
password (same as your Outlook id and password). When you complete the
entries into the Username and Password fields press the “Sign In” button.

Figure 1

(= Instant Virtual Extranet - Windows Internet Explorer,

y ‘@, https:/fconnect2 unce. edufdana-najauthfurl_4/welcome. cgi V| Qﬂ 2| % | ‘ P~

e

© Fle Edit Miew Favorites Tools  Help

— >

* v (=9 v]@lnstant Yirtual Extranet % | % Breaking News, Weather, Bu..w \ f - B - @ - [hPage - G Took -

*
|| W/ UNC CHARLOTTE

Welcome to the College of Engineering

Instant Virtual Extranet

NinerNET I:l Please enter your NinerNET ID and password to begin your secure session.
ID

password l:l "Use of the University's computing and electronic communication resources is
conditioned on compliance with the University's Information Technology (IT) policies

[(UNC Charlotte ITS Policies) (Policy Statements 8, 10, 20, 66, 67, and 102). Pursuant to
5 those policies, the University will take any steps necessary to safequard the integrity

-lgn In . . . ; - oL
of the University's computing and electronic communication resources and to minimize
the risks to both those resources and the end users of those resources. Such
safeguarding includes monitoring data traffic to detect anomalous network activity, as
well as accessing, retrieving, reading, and/or disclosing data communications when
there is reasonable cause to suspect a violation of applicable University policy or
criminal law, or when monitoring is otherwise required or permitted by law."

& Internet H100% -

If the following screen appears (see figure 2). Click on the bar and install the plug-in.

=4 = |&] https:ffconnect2.uncc.edujdanafhome/starter0.coitcheck=yes v | D (42| X | Sl
. . { — 5 e
WO 29|+ | W MSH.com &_bhetps: ffconnect2, unce.ed.,. X | | fp o B = v |ohPage » () Tooks -
) This website wants to install the Following add-on: JuniperSetupSP1.cab’ From 'Juniper Networks, Inc.'. IF you trust the website and the add-on and want ko instal it, click here. .. x
Information Bar E|

4 Did you notice the Information Bar?
) The Information Bar alerts pou ko security-related conditions
(For example, if a potentially unsafe file or pop-up was just

blocked) If a webpage does nat display propesly. ook for the
Infarmation Bar at the top of the page and click it

[C1Don't show this meszage sgain

Leamn about the Infrmation Bar
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After the log in completes successfully, you will see the following screen, press the
“Start’ b ‘INétwork iConnect’ bax (see figure 3). After about 10 seconds
you will get a confirmation that the VPN software plug in module is set up. When the
VPN plug in module is properly installed on your system, you will see the icon shown
below (pointed to by the arrow, see figure 2) on your task bar.

Figure 3
{= Instant Virtual Extranet - Home - Windows Internet Explorer ol
) ; ’ ] a ||+ -
5\::. - |g, https:ficonnect?, unce. edufdana/homefinde:. cgi V| & || XK |G00gle | L
© File Edit Vew Favorites Tools Help
p—— — F = - >
S dfr o v]@lnstant Virtual Extranet - ... 3 [vl‘kBreaking MNews, \Weather, Bu... l l @ M fm v |k Page - 0k Tooks -

L 2
/7 UNC CHARLOTTE o ¥ © 1

Home Preferences Help | Sign Out

| | ’ Browse ] (tips)

‘Welcome to the College of Engineering Instant Virtual Extranet, jmstein.
&l Connect to CoE...
f& Connect to Outlook...

& Connect to UNC Charlotte...

I s s

& Connect to 49erExpress

Cliant Application Sessions -

# Network Connect +—
i Windows Secure Application Manager
i 4
Copyright © 2001-2008 Juniper Networks, Inc. Juniper b'w Net.
All rights reserved.
Dane € mmternet H100% -

PEO EC o LY, G asErm
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To connect from your Windows system to your Mosaic Windows desktop (after it has
been set up by the Mosaic staff), use the Start menu from the task bar (see figure 4)
and select the Run... Enter the following to run the remote desk top software — mstsc.exe
(see figure 4).

Figure 4

Masaic Skaff b

£

E MOSATC =P 3

m Programs b

E ; Dacuments L4
IE‘ | -
ﬁ Sekkings 3
< e
= IJ Search J

Help and Support:

Shuk Do,

| Windows xP

Figure 5

Run E| Pg|

= Type the name of a program, folder, document, or
e Internet resource, and Windows will open it For wou,

Qpen: msksc,exe W

K H Cancel ][ Browse, .,
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The Remote Desktop software will launch and when you get the dialog shown below,
enter the MWS number of your Mosaic desktop system —i.e. MWS448 in the ‘Computer’
name field

Figure 6
#% Remote Desktop Connection

Remote Desktop

Connection

Compuiter: | rrzd 45 w |

[ Connect H Cancel H Help ] [ Dptiong »» ]

You will see another login dialog box and options to make your desktop accessible to
your Mosaic Windows XP system. Select the options for your session and proceed to
connect to your Mosaic Windows desktop system.
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To see the status of your VPN connections select the icon in the right side of the task bar
on your Windows XP system and right click on it. Select the Advanced View option.

Figure 7

«E: Network Connect

Session Imfolmatiun} Diagnostic Performance]
Debug Logging
" Mone
|V\ew All Logs j
+ Standard Info
 Detaied Info Qlear\u"iew| Erploelag Fi\es‘ ‘
Log Content ,7 Search
‘ k)
J Hide Sign Out

2 B - IR A E ) )& aw £ m Thu [fwm  B.n Ay PO EC o ALY, G 106PH
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Please make sure you follow these steps when you are done:

When you complete the work on your Mosaic Windows XP, be sure to logout to
end the Mosaic session in a graceful fashion.

If you don’t logout from your Mosaic session after completing your work you risk
losing any new data you generated.

During a scheduled Mosaic workstations software update, the update process will

take control of your Mosaic workstation. You are required to stay logged off
your Mosaic Workstation during an announced software update (check the
Message of the Day).

To end your VPN connection simply select the “Sign Out” option from the VPN
menu on your Windows PC, after right clicking on the VPN icon on your task bar.
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Some restrictions with VPN:
1. There is a time limit on the VPN connection. Timeouts are set as follows:

Inactivity - 120 min
Max Session — 240 minutes

When you approach the time limits you will get the following warning message:

Figure 7
Windows Internet Explorer le

\:{/ Your session will expire in 5 minuke(s) due ko inackiviey, Please click [QK] ko extend yaur session,

| QK | [ Cancel

2. Certain network based applications on your home PC will not work while you
have a secured VPN session open. We have seen that Open AFS client and
Outlook Web Access (OWA) will not be able to open a network connection while
you have a secured VPN session open on your home PC.
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